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1976, DMA is a group of Dayton–area
professionals and hobbyists in the meld of computing
and information technology. General membership meetings
are usually on the last Tuesday of each month. DMA has a
number of Special Interest Groups (SIGs) in areas ranging
from digital photography and genealogy to the Linux operating system. Each SIG meets according to its own schedule.
DMA is a member of Association of Personal Computer Users’ Groups (APCUG) and the Aoliated Societies Council
(ASC). Click on any of the logos — including our own — to
go to that organization’s Web site.
STABLISHED IN

Submissions …

T

he Databus welcomes compliments, complaints, suggestions, and especially articles. We can accept articles in ASCII, or as attachments in
Microsoft Word or Works, Open Oﬃce Writer, Word Perfect, or, yes, even
WordStar (a word–processing program that goes all the way back
to the 1980s!). No PDF ﬁles, please. Send e–mails to:
Editor@DMA1.org
All articles are subject to editing for spelling, grammar, usage, and
space. Always retain a copy of your work, as The Databus cannot be responsible for loss. When articles are of roughly equal quality, those by
paid–up DMA members usually receive preference.

A

ll registered trademarks, for example: DMA or Radio Shack, are the
property of their respective owners. However, for better readability,
the Registered Trade Mark symbols (® or tm) have been omitted. The Editor occasionally inserts comments into articles. Such comments are always
in square brackets [ like these] and are preceded by the phrase: “Editor’s
Note.”
The Databus is written and published by volunteers. We do not give professional advice on computer, network, or software installation, troubleshooting, or repair. If you need professional advice or other expert assistance, please seek the services of a competent professional.

February 2015

The Databus

By Jove, Harrington ! We appear to have lost our way to
the Regional Center.
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You fool—this is the Regional
Center! The February meeting has been canceled !
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inutes are usually published almost two months late. This is because the Minutes for, say,
the January Board meeting must be approved by the Trustees at the following month’s
meeting—in this case, early February. The corrected and approved January Minutes will thus appear in this (February) issue of The Databus, which comes out just before the General Membership Meeting at the end of the month.

DMA Board of Trustees’ Meeting of Monday, January 5, 2015
CALL TO ORDER
The meeting was called to order at 7:02 P.M. by Gary Coy. Trustees present: Martin Arbagi, Glady
Campion, Gary Coy, Debra McFall, Eric Ottoson, Wynn Rollert, Jim Ullom, Gary Turner, Ken Phelps
and Ed Skuya.
OFFICERS’ REPORTS
President-Gary Coy
We had a good turnout at the Christmas Party with about sixty people in attendance. The concept
of the $5 ticket was popular and we sold fourteen extra tickets.
Vice President-Eric Ottoson
We are in the process of getting the insulation in our storage locker repaired.
Secretary-Debra McFall
Debra presented the Minutes for the December Board meeting as corrected. Jim Ullom moved the
Minutes be accepted. Eric Ottoson seconded and the motion passed.
Treasurer-Glady Campion
Glady presented a revenue and expense report for January 1-December 31, 2014. Our Fifth Third
Checking Account has a balance of $20,911.80. Our Fifth Third Savings Account has a balance of
$11,218.14. Our Dayton Foundation Account has a balance of $76,693.07. This gives us a total of
$109,226.11.
COMMITTEE REPORTS
Audit-Glady Campion
The spreadsheet clean-up is nearly complete.
Bylaws Review-Eric Ottoson
We will have a rough draft by the end of the week.
Funding-Open
No report.
Membership-Dave Lundy, Glady Campion
No report.
(Continued on page 5)
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Net Administration Team-Ken Phelps, Gary Turner
We are coordinating with Google to switch our mail to dma1.org.
Programs-Jim Ullom
We are planning a program on internet security for January and a program on fiberoptics for February.
Publications-Martin Arbagi
The December DATABUS will go on the DMA website with photos from the Christmas Party.
OLD BUSINESS
Holiday Dinner-Glady Campion
No report.
Storage Locker Clean-Up Committee-Debra McFall, Glady Campion
We are still trying to contact Dan Forshaw about items in the Apple cabinet. Old office supplies
will be brought to the January meeting to sell. Jim Ullom may know someone who will do our shredding free. Monco Industries is also being considered for shredding.
Board Meetings-Glady Campion
The next Board Meeting will be held on Monday, February 2, 2015 at 7pm. If you would like to eat
dinner, please come at 6 pm. The location will be announced.
WSU Archives-Martin Arbagi, Glady Campion
Martin and Glady are in the process of having THE DATABUS archived at WSU.
VOLUNTEER OF THE MONTH/QUARTER/YEAR
No report.
ADJOURNMENT
Jim Ullom moved to adjourn at 7:56 P.M. Eric Ottoson seconded and the motion passed.

Respectfully Submitted,
Debra McFall, Secretary
Trustees’ meetings are open to all DMA members—think about attending once in a while.

In Memoriam
M ILDRED H AND B IAWITZ, wife of longtime DMA member
S TEVE B IAWITZ
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MUSINGS: An Irregular Column
By Steven M. SCHOEMANN, Dayton Microcomputer Organization, Inc.
Steve (at) Gemair.com
DMA1.org
February 2015
T IS WITH SAD HEART that I view the massive downsizing of Radio Shack. As I had previously pre-

I

puter world’s retail behemoths in the 1980s and early 1990s. Its line of TRS 80 computers helped lead
the way to the world of microcomputers that we have today. I can’t speak for others, but it was always
a comfort to me, knowing that there was a Radio Shack on a nearby corner, where I could go and purchase a device that I needed for some electronic project that I was working on. In today’s world of premade, off-the-shelf computer gadgets, I have little use for my old friend, the soldering iron.
The ability to take computer classes at a local Radio Shack led many a mainstream youth and adult
(young and old) to take one small step at a time into the new age, to a world previously limited to the
ways, I miss those past days and, in some ways, I don’t. Life is a mixed bag of reminisces located in a
modern setting. Still, it was a comfort to have Radio Shack there, holding your hand, and answering
many of what we would call today, naïve questions.
It was Radio Shack’s misfortune that it could not hang on to the main stream and its grip on the
frivolities of public fashion. Even though it tried, the company could not keep up with the fast changing world and current technologies as its market share slowly declined over the years. Goodbye, old
friend, and good luck in your new and reduced guise.
when it comes to their and our cash holdings. As I have mentioned in other articles, it seems that they
do not even attempt to maintain up-to-date security. According to today’s news, banks around the
world have lost over a billion dollars to cyber thieves attacking their ATMs. Evidently, this world wide
theft has been going on for a couple of years and even though they are aware of this ongoing theft, it
According to the evening news, much of this could have been prevented if the institutions would have
taken the simple step of running updates and security patches on their software, as well as running
(Continued on page 7)
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(Continued from page 6)

anti-malware software. Most of us who use computers and have access to the Internet routinely do
updates, and run a variety of scans on our computer systems. It should be a routine thing for businesses that have access to highly trained computer technicians to do this sort of maintenance on a very regular basis. Who is guilty of this negligence: The banking hierarchy or the banks’ IT departments? TDB

Have a business card? Are you a DMA member?

A

ny paid–up member of the Dayton Microcomputer Association is entitled to a free business card–
sized advertisement in The Databus. Give your card to Editor Martin Arbagi to be scanned, or
send a good–quality image to Editor@DMA1.org A link to your Web site (if you have one) can be embedded in the image of your card. Under weird IRS regulations, your site may not include discount
coupons, although discount oﬀers may be included in the advertisement itself. See the examples just
below, both of which include discounts to DMA members.

5% Discount to DMA
members!
(Special orders excluded.)

10% Discount to DMA
members!

Page 8

The Databus

February 2015

—Asymmetric Encryption—
By Dick MAYBACH, Member, Brookdale Computer Users’ Group, NJ
July 2014 issue, BUG Bytes

www.bcug.com
n2nd (at) att.net

A

SYMMETRIC OR PUBLIC-KEY ENCRYPTION

uses a pair of keys, a private one that you keep secure

vate key even if you know the public one. This technique is used to exchange information securely
with others using an insecure communication system, such as the Internet. Anyone who has your public key can encrypt a message with it that only you can decrypt, since only you have the corresponding
private key. Conversely, if you encrypt a message using your private key, anyone who successfully decrypts it using your public key knows that it must have come from you. Commonly, this latter technique is used to send a digital signature. For example, you would send someone a message encrypted
with his or her public key and include a signature encrypted with your private key.
Clearly, the tricky part of this method is to be sure that a public key really belongs to the person
you think it does. This is especially important if you obtain a key from a Website. Most encryption
techniques used by private individuals conform to the OpenPGP standard (http://www.openpgp.org/),
which has been subjected to many rigorous audits by experts in security. This standard includes features to help you verify that a public key belongs to the person you think it does.
A complication of this method is that you must keep track of many keys, made up of long sequences of random characters: your own private key, your own public key, and the public keys of everyone to
with a pass-phrase and keep on your computer. Because you must remember the pass-phrase, it’s not
as secure as the message keys, but a keyring is not exposed to as many threats as messages sent over
public media.
The standard open-source asymmetric encryption program is GNU Privacy Guard (GnuPG),
http://www.gnupg.org/. Although GnuPG is a Linux program, there are related ones for OS X (https://
gpgtools.org/) and Windows (http://www.gpg4win.org/). I’ll use the Windows variant as an example
of how to use this type of encryption, but this won’t be a detailed user’s manual as one is available on
the developer’s Website.


Gpg4win includes the following programs:
GnuPG - GnuPG forms the heart of Gpg4win—the actual encryption software.
(Continued on page 9)
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 Kleopatra tion for all cryptographic operations.
 GNU Privacy Assistant (GPA)  GnuPG for Outlook (GpgOL) - is an extension for Microsoft Outlook 2003 and 2007, which is
used to sign and encrypt messages.
 GPG Explorer eXtension (GpgEX) - is an extension for Windows Explorer which can be used to
 Claws Mail - is a full e-mail program that offers very good support for GnuPG.
You download only those components that you need.
Thus, Gpg4win provides a complete suite of cryptography tools to manage keys, encrypt e-mail,
and run it. You will soon see a Window that lets you select the components to install.
The core program
is GnuPG, which you
must install. You will
also need Kleopatra
(to manage keys),
GpgEX (an extension
to Windows Explorer that aids in encrypting and deGpg4win Compendium (documentation).
GPA is an alternative
program to Kleopatra, and you need only
one of the two.
GpgOL is an extension to Outlook; download it only if you
have MS Outlook (not Outlook Express). Claws is an e-mail client, but unfortunately the current version has a bug that prevents it from working with encryption. After you complete the installation, you
easiest to navigate. Most users will need only the components checked in the screen-shot.
(Continued on page 10)
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Using public-key encryption requires that you have a different key for each person with whom you
lic and private key, after which you can add the public keys of those to whom you wish to send messages. Start Kleopatra, click on Files, then on
ard. You will want a personal OpenPGP key pair; you’ll keep the private key and send the public one
to others who wish to send you encrypted e-mail. You could use the second option shown in the
screen-shot to publish your public key, but this also publishes your e-mail address and would probably increase the spam you receive.
-mail address, so you next would enter these. For this article, I generated two keys, one for each of my major e-mail accounts. Both are temporary, so I set them
to expire after just a week.
Right-click on a key and select Properties to learn more about it. In the screengerprint. This lets you quickly verify that a key you own really belongs the person it claims. For exam-

(Continued on page 11)
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The procedure to add
someone’s public key is simicertificate somewhere on your
PC, in Kleopatra click on File,
then on
and follow the instructions.
with Windows Explorer
(assuming you have installed
GpgEX) by right-clicking on
Sign and
encrypt. See the compendium
for other options. You then
select the key, which will always be a public key, your
on your computer or someone
else’s if you will e-mail it to
him. You can select as many
keys as you like, which makes

In many cases, you will have to enter your pass-phrase to access the keys on your keyring.
As the next screen-shot (see page 12) shows, you have a second chance to decide whether you want
-mail.
(Continued on page 12)

The last (January) issue of The Databus carried photographs of our 2014 Holiday Dinner. These pictures
should have been credited to staﬀ photographer Bruce
Murphy. We apologize for the omission.
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The next two screenpart. (Second screen-shot is on page 13.)
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-coded encrypted counter-

ASCII.asc
appended to their names, while
binary-coded ones have .pgp.
The encrypted version is larger,
because it has preambles, each
containing the key to decrypt
crypted with the recipient’s
public key, and probably the sender’s signature, encrypted with his private key. If there are several recipients, there will be several preambles.
Decrypt and verify after
you right(Continued on page 13)
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The easiest way to send encrypted eand transfer its contents to the e-mail message using copy-and-paste (Ctl-C, Ctl-V). This works with
any e-mail client program and also with e-mail accounts you access with your Web browser. The recipient opens the e-mail and an editor, transfers the information in the same way, and decrypts the rements is inconvenient with some Web-based e-mail services.
The process is easier if you have an e-mail client program that can encrypt and decrypt directly, as
this avoids the copy-and-paste operation, but these are rare in the Windows world. Gpg4win does include Claws-mail, which has optional add-ons that are intended to provide this service. Unfortunately,
the version available at this writing has a fatal bug. (The window that asks you for your pass-phrase
never appears, and the program waits forever for you to enter it.) If you install the add-on, you will
gain these functions only after I went back to a Windows restore point and uninstalled then reinstalled gpg4win. Hopefully, this problem will be corrected soon. In the meantime, the copy-and-paste
operations are not that inconvenient.
Gpg4win and its Linux and Mac counterparts provide a secure, standard, and convenient method
-mail. They deserve much wider use than they have. Perhaps as the
headlines about privacy violations continue, more people will realize how foolish it is to ignore the security risks of digital storage and communications.

TDB
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Click anywhere on the DMA Calendar
(above) to go to the original at
DMA1.org.
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DMA Membership Application/Renewal
PLEASE ALLOW UP TO THREE WEEKS FOR APPLICATION PROCESSING AND INTERNET SET–UP

Name: ____________________________________________________________________Birth date:_____/_____/_____
mo. day year
Associate Name: ____________________________________________________________Birth date:_____/_____/_____
mo. day year
Address: ____________________________________________________________________________________________
City: ___________________________________________________________________ State: ________ Zip: __________
Phone: (Home) (________) ___________-_____________ (Work) (________) _________–______________x___________
I wish to have my name and address published in the club roster: YES  NO 
E–mail address: ____________________________________________@________________________________________

Name of DMA member who recruited me: _______________________________________ (only new regular memberships)
Are you a current or recent DMA Member? Yes q No q Change of Address only? q Today’s date: _____/_____/_____
If you are renewing, please give your Membership Number (from your membership card) _________________________

Type of Membership
Application is for: New Membership  Membership Renewal  Associate Membership* 

If applying for free student membership, please give school name and student ID number: Available only for students under 22 years old. (Student Members cannot vote in DMA elections.)
School Name: ______________________________________________ Student ID#: _______________________________
* A family or associate membership is an additional membership for a member of your immediate family or someone else who is liv ing in the member’s
household. If this is a family or associate membership, give name of regular member:
Dues/Fees (Dues and Fees are subject to change without prior notice):
Membership (one year — New or Renewal)

1.)  $25.00

Family or Associate Membership (must live at same address as regular member)

2.) $12.50

Free Student Membership for students under 22 yrs of age. (Student Members cannot vote in DMA elections.)
3.)  FREE
Please assign me a user ID for E–mail and Usenet news access one–time setup
fee for new E–mail accounts.

4.)  $10.00

Total — Lines 1 and 2 (+ 4 if checked)

5) $_____________

Cash
Check
Check # ____

Make your check payable to Dayton Microcomputer Association, Inc. (DMA), and then send the check and application to:
PO Box 340402
Beavercreek, OH 45434–0402
DMA Use only: Membership # __________________
Exp. Date: __________/_________/______________
Processed by: ________________________________
REV: 25 November 2013

Click here to pay your dues
using PayPal. Simpliﬁed
Membership Form, too!

